Why choose CS MAILsweeper” for SMTP?

® World’s # 1 for email content security

® Optimizes network performance
Feature-rich and comprehensive
Intuitive e-policy wizards
Up to 100% increase in performance
Blocks spam, prevents virus infiltration
Prohibits denial of service attacks
Protects intellectual property

Maintains compliance
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e-policy products for email and web

CS MAILsweeper™ 4.3 for SMTP

Effective e-Policy implementation to
analyze, protect and manage incoming and
outgoing email at the Internet gateway

Rely on Clearswift MAILsweeper™ for SMTP to empower your organization to optimize
its network performance and business productivity by protecting against the risks
posed by uncontrolled email.

CS MAlLsweeper™ for SMTP screens emails based on source, content and destination.
Emails entering and leaving the organization at the SMTP gateway are transparently
subjected to filtering, monitoring and reporting.

CS MAILsweeper™ for SMTP benefits from a six-year track record in providing award-
winning email content security software. The product maintains market leadership by
being both innovative and responsive to the valuable feedback received from its
unrivalled user-base. It is the most feature-rich and comprehensive product of its kind
available on the market today.

The best keeps getting better

CS MAlILsweeper™ for SMTP safeguards your organization’s intellectual property and
confidential information, defends against the inappropriate use of email that may expose
a business to legal liability and addresses common concerns such as virus infiltration,
denial of service attacks and spam.

Ease of use

Easy to set-up and deploy, CS MAlLsweeper™ for SMTP now features an enhanced user
interface providing quick and simple access to key product tasks including intuitive
e-policy administration wizards, online help and system information.

Increased performance

Improvements to the underlying technology have increased the overall message
processing speed, while making the system more resilient. The product’s performance
has increased by up to 100% over comparable products.

Why choose Clearswift?

Clearswift is the world’s number one provider of software for managing and
securing electronic communications. With a growing user-base of more than
12,000 customers, 11 million users around the world depend on Clearswift for
protection and peace-of-mind.



PROTECTION

Macro and script viruses are on the increase with email becoming the primary transport for this type of virus attack.
Clearswift offers additional tools and services via its Threatlab to protect against script and macro-based virus attack not
always covered by AV software. Additionally, CS MAILsweeper for SMTP™ integrates with a range of third-party virus
scanners in order to detect and optionally strip or repair infected message attachments. Organizations can reduce the
potential for virus infection by running multiple AV tools.

Safeguard your organization’s assets, reputation, employees. Combat the following content security threats using
CS MAlLsweeper™ for SMTP:

® Loss of Confidential Information ® Threats
» Theft of data * Loss or corruption of data
» Unintentional or intentional circulation of confidential * Virus infiltration
information outside the organization » Malicious Code

* Denial of service (DOS) attack

* Unpack attacks

» Network degradation and downtime

+ Data siphoning and corruption by stripping
* Anti-relay countermeasures

COMPLIANCE

Government bodies and regulatory groups are under pressure to issue guidelines and legislation in response to the
growing consensus that businesses should be made more accountable for how information is stored, used and
distributed. By deploying CS MAIlLsweeper™ for SMTP, organizations show that they are acting responsibly and are taking
due care to protect both their internal and external stakeholders.

® Legal Exposure
» Copyright infringements
» Damage to reputation
* Legal liability brought on by misuse of email/\Web

PRODUCTIVITY

Spam (unsolicited email) is a serious issue for organizational productivity, tying up network resources while impacting
employee efficiency. CS MAlLsweeper™ for SMTP can combat spam out of the box using a combination of configuration
options and Clearswift services. Together with your own anti-spam lists or Clearswift provided lists, CS MAILsweeper™
for SMTP scans messages for spam related content. The product can leverage third-party private blacklists of known
spam sources as well as real-time online blacklists (RBL). CS MAIlLsweeper™ for SMTP can be configured to block
hosts/IP addresses and addresses of known spammers. In addition, Clearswift regularly provides updated lists of
known spam terms and addresses.

Increase user and network performance while reducing costs by blocking unwanted content and spam and
filtering inappropriate communication using CS MAIlLsweeper™ for SMTP:

@ Blocks inappropriate content and spam

©® Manages undesirable file types such as MP3s, AVls,
MPEGs and executables

® Prevents unnecessary communication

® Warns offenders and informs management

©® Blocks oversize files that cause degradation
in network service

® Improves business processes

@ Intelligently alerts and forwards to appropriate
business functions

ANALYSIS

CS MAlLsweeper™ for SMTP allows organizations to better understand their network and user behaviour — as it relates
to compliance, protection and productivity.

Powerful reporting tools ensure the ability to spot trends, make informed decisions and smart investments:

® Up-to-the-minute detailed and informative
graphical reporting
User-configurable processing views
Capacity planning for improved efficiency
and cost reduction
©® Auditing to an external MS SQL server database via ODBC
® Identifying inappropriate activity and improving
communications



E-POLICY BASED CONTENT SECURITY

The e-policy you apply needs to reflect the various combinations of sender, recipient and content. Emails from
eter@inside-yourcompany.com to anyone@inside-yourcompany.com are likely to have a different policy applied than

messages sent from peter@inside-yourcompany.com to anyone@outside-yourcompany.com.

E-policy based content security is about establishing a written policy, educating all employees within the organization on
what is acceptable and unacceptable use of email and enforcing e-policies consistently and uniformly using technology.

Improve business and network productivity by establishing an e-policy and letting your employees know the boundaries of
what is and what is not acceptable use of email. Broadcast the fact that you are a responsible organization by attaching
disclaimers to outbound email.

CS MAILsweeper” for SMTP Policy Manager
CS MAlLsweeper for SMTP™ enables organizations to implement, enforce and maintain an e-policy within a clearly
defined framework for users. This means that different policies can be applied to different users within an organization.

The product provides a simple and intuitive ‘Policy Manager’. E-policy administration wizards guide you through the task
of defining and implementing effective security policies.
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CS IMAGEmanager™ (add-on)
Optional MAILsweeper functionality that uses unique
algorithms to identify and block pornographic or otherwise
inappropriate images embedded within or attached to
email messages.

CS SECRETsweeper™ (add-on)

Optional MAILsweeper functionality that provides full
scanning and management of S/MIME email encryption
and digital signing to enable enforcement of encryption
policies, and allow only authorized users to send
encrypted email.



